IN THE CLAIMS : 

Please amend Claims 1,9, 11 and 17, as follows: 

1. (Currently Amended) An information processing apparatus comprising: 
a code reception unit adapted to receive a personal identification code, the personal 

identification code being input by a user of the information processing apparatus via an operation 

unit; 

a random number generation unit adapted to generate a random number; 

a code conversion unit adapted to convert the received personal identification code by 
using a predetermined function; 

a random number encryption unit adapted to encrypt the random number generated by 
said random number generation unit, by using the personal identification code or the converted 
personal identification code as for an encryption key; 

a print data encryption unit adapted to encrypt print data by using the random number 
[[as]] for an encryption key; and 

a transmission unit adapted to transmit the encrypted random number, the converted 
personal identification code and the encrypted print data to a print control apparatus which is 
connected to the information processing apparatus via a network 

wherein neither the personal identification code used by the random number 
encryption unit nor the random number used by the print data encryption unit is supplied from an 
apparatus outside the information processing apparatus or is generated based on information 
supplied from an apparatus outside the information processing apparatus . 
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2. (Original) An information processing apparatus according to Claim 1, wherein 
said code conversion unit converts the personal identification code by using a one-way function. 

3. (Original) An information processing apparatus according to Claim 2, wherein 
said code conversion unit generates a hash value of the personal identification code. 

4. (Canceled) 

5. (Withdrawn) A print control apparatus comprising: 

a reception unit adapted to receive an encrypted random number, a first personal 
identification code subjected to predetermined conversion, and encrypted print data; 

a code reception unit adapted to receive a second personal identification code input by 

a user; 

a code conversion unit adapted to convert the received second personal identification 
code by using a predetermined function; 

a judgment unit adapted to judge whether or not the converted first personal 
identification code is the same as the converted second personal identification code; 

a random number decryption unit adapted to, in a case where the converted first and 
second personal identification codes are the same, decrypt the encrypted random number by 
using the second personal identification code or a key based on the second personal identification 
code as a decryption key; and 

a print data decryption unit adapted to, in the case where the converted first and second 
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personal identification codes are the same, decrypt the encrypted print data by using the 
decrypted random number as a decryption key. 

6. (Withdrawn) A print control apparatus according to Claim 5, wherein said 
code conversion unit converts the second personal identification code by using a one-way 
function. 

7. (Withdrawn) A print control apparatus according to Claim 6, wherein said 
code conversion unit generates a hash value of the second personal identification code. 

8. (Withdrawn) A print control apparatus according to Claim 5, further 
comprising a print processing unit adapted to execute a print process of the decrypted print data. 

9. (Currently Amended) A print control system which includes an information 
processing apparatus and a print control apparatus, wherein 

said information processing apparatus comprises: 

a first code reception unit adapted to receive a first personal identification code, the 
first personal identification code being input by a user of the information processing apparatus 
via a first operation unit; 

a random number generation unit adapted to generate a random number; 

a code conversion unit adapted to convert the received first personal identification 
code by using a predetermined function; 



a random number encryption unit adapted to encrypt the generated random number by 
using the first personal identification code or the first converted personal identification code as 
for an encryption key; 

a print data encryption unit adapted to encrypt print data by using the random number 
[[as]] for an encryption key; and 

a transmission unit adapted to transmit the encrypted random number, the converted 
first personal identification code and the encrypted print data to said print control apparatus, and 
said print control apparatus comprises: 

a reception unit adapted to receive the encrypted random number, the 
converted first personal identification code and the encrypted print data from said information 
processing apparatus; 

a second code reception unit adapted to receive a second personal identification 
code, the second personal identification code being input by a user of the print control apparatus 
via a second operation unit; 

a second code conversion unit adapted to convert the received second personal 
identification code by using a predetermined function; 

a judgment unit adapted to judge whether or not the first personal identification 
code converted by said first code conversion unit is the same as the second personal 
identification code converted by said second code conversion unit; 

a random number decryption unit adapted to, in a case where said judgment 
unit judges that the converted first and second personal identification codes are the same, decrypt 
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the encrypted random number by using the second personal identification code or the converted 
second personal identification code as for a decryption key; and 

a print data decryption unit adapted to, in the case where said judgment unit 
judges that the converted first and second personal identification codes are the same, decrypt the 
encrypted print data by using the decrypted random number [[as]] for a decryption key^ 

wherein neither the first personal identification code used by the random number 
encryption unit nor the random number used by the print data encryption unit is supplied from an 
apparatus outside the information processing apparatus or is generated based on information 
supplied from an apparatus outside the information processing apparatus . 

10. (Original) A print control system according to Claim 9, wherein said print 
control apparatus further comprises a print processing unit adapted to execute a print process of 
the decrypted print data. 

1 1 . (Currently Amended) An information processing method comprising the steps 

of: 

receiving a personal identification code, the personal identification code being input by 
a user of an information processing apparatus via an operation unit; 
generating a random number; 

converting the received personal identification code by using a predetermined 

function; 



encrypting the generated random number by using the personal identification code or 
the converted personal identification code as for an encryption key; 

encrypting print data by using the random number [[as]] for an encryption key; and 

transmitting the encrypted random number, the converted personal identification code 
and the encrypted print data to a print control apparatus via a network 

wherein neither the personal identification code used by the random number 
encryption unit nor the random number used by the print data encryption unit is supplied from an 
apparatus outside the information processing apparatus or is generated based on information 
supplied from an apparatus outside the information processing apparatus . 

12. (Original) An information processing method according to Claim 1 1 , further 
comprising the step of transmitting the encrypted random number, the converted personal 
identification code and the encrypted print data. 

13. (Withdrawn) A print control method comprising the steps of: 

receiving an encrypted random number, a first personal identification code subjected 
to predetermined conversion, and encrypted print data; 

receiving a second personal identification code input by a user; 

converting the received second personal identification code by using a predetermined 

function; 

judging whether or not the converted first personal identification code is the same as 
the converted second personal identification code; 
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in a case where it is judged that the converted first and second personal identification 
codes are the same, decrypting the encrypted random number by using the second personal 
identification code or a key based on the second personal identification code as a decryption key; 
and 

in the case where it is judged that the converted first and second personal identification 
codes are the same, decrypting the encrypted print data by using the decrypted random number as 
a decryption key. 

14. (Withdrawn) A print control method according to Claim 13, further 
comprising the step of executing a print process of the decrypted print data. 

15-16. (Canceled) 

17. (Currently Amended) A computer-readable storage medium which stores a 
computer program for causing a computer to execute an information processing method, said 
computer program comprising: 

a code reception module for receiving a personal identification code, the personal 
identification code being input by a user of an information processing apparatus via an operation 
unit; 

a random number generation module for generating a random number; 
a code conversion module adapted to convert the received personal identification code 
by using a predetermined function; 
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a random number encryption module for encrypting the generated random number by 
using the personal identification code or the converted personal identification code as for an 
encryption key; 

a print data encryption module for encrypting print data by using the random number 
[[as]] for an encryption key; and 

a transmission module adapted to transmit the encrypted random number, the 
converted personal identification code and the encrypted print data to a print control apparatus 
via a network 

wherein neither the personal identification code used by the random number 
encryption module nor the random number used by the print data encryption module is supplied 
from an apparatus outside the information processing apparatus or is generated based on 
information supplied from an apparatus outside the information processing apparatus . 

18. (Withdrawn) A computer-readable storage medium which stores a computer 
program for causing a computer to execute a print control method, said computer program 
comprising: 

a reception module for receiving an encrypted random number, a first personal 
identification code subjected to predetermined conversion, and encrypted print data; 

a code reception module for receiving a second personal identification code input by a 

user; 

a code conversion module for converting the received second personal identification 
code by using a predetermined function; 
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a judgment module forjudging whether or not the converted first personal 
identification code is the same as the converted second personal identification code; 

a random number decryption module for, in a case where it is judged that the 
converted first and second personal identification codes are the same, decrypting the encrypted 
random number by using the second personal identification code or a key based on the second 
personal identification code as a decryption key; and 

a print data decryption module for, in the case where it is judged that the converted 
first and second personal identification codes are the same, decrypting the encrypted print data by 
using the decrypted random number as a deciyption key. 
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